www.unifiedworkspace.com/empowerment

SHIFTING FROM A CULTURE
OF CONTROL TO A CULTURE
OF EMPOWERMENT
How to Enable Employee Productivity and
Business Innovation with a More Flexible
Working Environment
Contact Sales: (888) 473-9485 | sales@lenovosoftware.com
Copyright © 2016 Stoneware, a Lenovo Company. All rights reserved.

1

HOW TO ENABLE EMPLOYEE PRODUCTIVITY AND
BUSINESS INNOVATION WITH A MORE FLEXIBLE
WORKING ENVIRONMENT
At best, an organization’s work environment should function as its strongest differentiator—a setting rich with tools
that enhance productivity, inspire creativity, spur innovation and answer employees’ calls to work how, when and
where they want.
Creating such a workplace is not only crucial for attracting and retaining the industry’s top talent, it’s also quickly
becoming a requirement of success. Consider this:

Companies with an engaged employee base
outperform those without by up to 202%.
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But meeting this expectation of constant connectedness while simultaneously balancing old and new technology,
controlling costs and keeping internal resources secure is proving problematic.
As 9 to 5 becomes 24/7, employees rely less on company-owned, IT-managed devices to get work done. And like
their consumer counterparts, employees and partners now expect easy-to-use products and personalized services.
They want solutions that empower them to complete tasks more effectively. And they expect these solutions to be
continuously available and free from the constraints of time, location, device and operating systems.
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Gallup via Dale Carnegie Institute.
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HOW TO ENABLE EMPLOYEE PRODUCTIVITY AND
BUSINESS INNOVATION WITH A MORE FLEXIBLE
WORKING ENVIRONMENT
Many organizations attempt to solve these challenges by exerting control
over their IT environments. To ensure the needs of a diverse employee-base
are met, they vet, deploy and manage a vast suite of applications and
services. And to keep internal resources secure, they rely on complex
firewalls, virtual private networks (VPN) and mobile device management
(MDM) tools. In some instances, they may even restrict the devices
employees use and the locations from which they can access resources.
But all of this complexity—the environments, applications, users, devices
and security safeguards—has become a tremendous burden for IT to
manage. Eventually, IT may hit a wall and be unable to answer the
immediate needs of stakeholders across the business. End users are
affected too—the user experience may become fraught with friction as
employees are required to jump over numerous access hurdles to plug
into the resources they need.

The Cost of Attrition

Millennial turnover
costs the U.S. economy

$30.5B annually.
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Ultimately, the more organizations lockdown their environments, the more employee satisfaction and productivity
plummets. This could end up driving out top talent and negatively impacting an organization’s ability to innovate
which can eat into the bottom line.

To combat these outcomes, organizations
must focus on empowerment instead of
control by structuring systems to securely
meet people when and where they are.
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They do this by:
▪ Eliminating the barriers to innovation
▪ Enabling access to network resources
without compromising security
▪ Unifying access to tools and applications

Gallup, “Millennials: The Job-Hopping Generation,” May 12, 2016.
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EMPOWER EMPLOYEES: ELIMINATING THE BARRIERS
TO INNOVATION
take their talents elsewhere. In fact, when employees
are actively disengaged, the percentage who would
consider leaving for a raise of 20% or less jumps from
37 to 54 percent.3

IT has the unenviable task of adapting their ecosystems
to keep in step with the rapid pace of change. There’s a
constant flood of new devices and apps that warrant
consideration and require management. Workforces
are in a perpetual state of flux—roles change, staff leave
and new employees are hired or acquired. And IT is
responsible for it all.
While organizations may be eager to adopt the technology
that will deliver a more integrated and connected
employee experience, they can’t simply react. IT leaders
must weigh each decision against existing environmental
constraints and ask important questions about integration.
For instance, how will a new application or service impact
and integrate with legacy systems? Or how will users be
on-boarded and what permissions should they have?
This cautious and incremental approach, however, is
putting organizations at a disadvantage. Progressive
companies continue to disrupt entire industries with new
services that are re-setting the standard of excellence.
Organizations then run the risk of diminishing their
relevance and turning off employees who can simply

For these reasons, organizations must eliminate the
barriers to innovation. This can be best achieved through
the use of a workspace aggregation solution. By delivering
an employee working experience that is not limited by
device type, operating system, employee location, network
access or authentication protocols, IT can maximize
current investments and minimize future costs while
supporting productivity and collaboration at the speed
business requires.
What’s more, it’s critical that organizations find a balance
between end-user flexibility and personalization needs with
IT's ability to centrally manage access and provisioning.
Such a balance drastically reduces the time and effort
required to provision, de-provision and manage user
accounts—freeing IT to focus on innovation and enabling
users to create the optimal workspace for their unique
work styles.

Employees who would leave their
company for a raise of 20% or less:

37%

vs.

Engaged

3

54%
Disengaged

Gallup, “Retaining Employees: How Much Does Money Matter?” January 15, 2016.
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EMPOWER IT: ENABLING ACCESS TO NETWORK
RESOURCES WITHOUT COMPROMISING SECURITY
As organizations continue to connect to an ever-growing
ecosystem of services, vendors, devices and users, the
security perimeter they once counted on to protect
internal resources from threats is no longer enough.
Matters of security are now a barrier to innovation,
limiting what services organizations leverage, what
data they expose and which users they engage with.
And despite the integration of complex firewalls and
constricted networks, many organizations are still
vulnerable to threats. For instance, when users are
connected to resources with a VPN, any issue plaguing
the device is brought into the network. This provides a
fairly unobstructed route for viruses, Malware, Trojans
and Spyware to penetrate a domain. Subsequently,
such practices can poke holes in an organization’s overall
security posture and lull IT into a false sense of security.
In addition, many security features force businesses
into a rigid operating environment. For example, when
organizations want to implement a new app, it can

take significant time and effort to fit the app into the
complex system. This makes it hard to take advantage
of new technology. Organizations must also be wary of
overly-restrictive security controls that hinder workflow,
impact productivity and lead employees to bypass
programs in favor of efficiency.
To protect internal resources, network visibility and
access should be limited using physical or logical network
segmentation. Such measures restrict users to only the
systems they are permitted to see. Furthermore, by
defining acceptable paths for external access to resources,
points of entry can be minimized, reducing vulnerability
and making it easier to identify anomalies. And through
the use of single sign-on (SSO), end users only need to
remember one strong password, drastically cutting back
on instances of friction. At the same time, it will be easier
to encourage the use of strong passwords and to keep
those passwords confidential.

Passwords Are a High-Friction Authentication Method

Companies say their users are frustrated by:
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Forgetting
Their Password

4

58%

Entering Their
Username and
Password

30%

Lawless Research, “Beyond the Password: The Future of Account Security,” June 1, 2016.
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EMPOWER PRODUCTIVITY: UNIFYING ACCESS TO
TOOLS AND APPLICATIONS
Employees require certain tools and applications to be productive. But trying to meet everyone’s individual preferences
and work styles adds complexity to IT environments. And the more complex it gets, the more convoluted the user tech
experience becomes.
For instance: Employees have multiple credentials for the apps they’re using, the systems they leverage and the files
they access. This makes it difficult to keep track of which password they chose for what purpose, and after too many
login attempts they end up locking themselves out. They need immediate access to keep working, so they create a
high-priority help desk ticket.
Meanwhile, IT is drowning under a deluge of management tasks: refining policies and processes, resetting passwords,
troubleshooting VPNs and migrating line of business-specific apps to the cloud. And to keep their heads above water,
they turn to point solutions to automate processes where they can. But this only adds to the overall complexity and
cost of a sprawling IT ecosystem. In the end, employees can’t work and IT can’t get out from under menial tasks.
Organizations that can bring their individual systems together into one unified workspace will greatly improve
operational efficiencies and end-user satisfaction. An important aspect of this consolidation is the use of a single
web-based presentation layer through which all apps and services are displayed and run. This decouples applications
from operating systems and devices, which means internal resources can be accessed on any device with an internet
connection. The result—end users and IT can spend less time on technology issues and more time on strategic
business projects.
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EMPOWER SUCCESS
When organizations focus on empowerment instead of
control, they can change their workplace dynamics and
business outcomes. They’ll meet their employees’ consumerized
expectations by allowing them to work where they want,
when they want and how they want. This is important because
the ideal workplace has changed over time. It’s no longer
about providing a physical space for employees from 9am
to 5pm—it’s about giving them the freedom to work smarter
and become more productive.
These claims are not unsubstantiated. In a recent survey,
77% of workers reported greater productivity while working
off site with 30% accomplishing more in less time and
24% accomplishing more in the same amount of time.5 And
companies that have embraced a remote culture are benefiting.
Basecamp, an organization spread across 32 different cities
around the world, formed its remote work policy after surveying
people to find out when and where they were most productive.
Their findings showed people did their best work on trains, early
in the morning, late at night or while working from home.6
This flexibility also means organizations can retain the best
employees and attract the finest talent regardless of where
they are. By offering people an empowered environment,
organizations can increase their rates of innovation and become
more relevant, which means they can drive higher profitability.

To learn how Lenovo Unified Workspace can help your organization overcome the battle for
control to drive employee empowerment, visit www.unifiedworkspace.com/empowerment

Lenovo Unified Workspace

Lenovo Software

empowers both end-users and IT

helps organizations empower the workforce

staff with flexible, agile and collaborative workplaces that meet evolving

and accelerate digital transformation. With Lenovo Unified

employee expectations. This workspace aggregation solution both

Workspace, businesses can give employees the flexibility to work

modernizes and simplifies IT management and end-user experiences

where they want, when they want and how they want, by delivering

by making it possible to deliver anytime, anywhere, any device access

access to the right apps and content, on the right device – anytime,

to public or private web-based apps, legacy Windows apps, remote

anywhere. Lenovo AirClass, a web-based training application, delivers

desktops and file shares – all in a user-friendly, cost effective,

a rich, immersive experience designed for distance learning, virtual

web-based workspace.

training, and training analytics. LanSchool Classroom Management
software keeps students engaged and learning in a safe, digital
environment. Think software. Think Lenovo.
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ConnectSolutions, “ConnectSolutions Survey Shows Working Remotely Benefits Employers and Employees,” February 17, 2015.
Conversational Receptionists, "6 Successful Companies That Let Employees Work from Home," April 15, 2016.
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